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Abstract—The high rate of fraud crimes has a negative
impact on bank customers. Where the higher the crime rate, the
customers need a high level of system security, because many
attackers or phisers are interested in exploiting customer data if
the security level is low. In addition, legal or statutory powers
are also needed in dealing with these crimes. In this study, the
research method used is juridical or normative research
methods. This research method uses research on existing library
materials to solve problems. The approach method used in this
research is to use the statutory regulatory approach. In this
study using primary legal materials and secondary legal
materials: 1. Primary legal materials are materials that have
juridical binding power, such as statutory regulations, court
decisions, and agreements. The legal materials used include the
Criminal Code. 2. Secondary legal materials are materials that
do not have juridical binding power, namely draft laws and
regulations, literature, and journals related to the focus of
research. E. Legal Material Analysis Techniques Analysis of the
legal materials used in this research is qualitative data analysis
including data classification activities in accordance with legal
issues and provisions, then editing, presenting the results of the
analysis in narrative form, and drawing conclusions. Law
enforcement of phishing attacks on this online banking service
is in the form of: Criminal threats for the perpetrator (phishers)
are regulated in accordance with the following provisions: 1)
According to Article 378 of the Criminal Code, it explains that
"Whoever with the intention of benefiting himself or another
person unlawfully, by using a false name or fake dignity, by
deception, or a series of lies, moves another person to hand over
something to him, or in order to give a debt or write off a debt,
he will be punished for fraud with a maximum imprisonment of
four years ”. 2) In Article 28 of the Law on Electronic
Information and Transactions Number 11 of 2008 which states,
"every person knowingly and without rights spreads false and
misleading news that results in consumer losses in electronic
transactions." shall be sentenced to imprisonment for a
maximum of 6 (six) years and / or a maximum fine of Rp.
1,000,000,000.00 (one billion rupiah). 3) Based on Article 35 of
the Law on Electronic Information and Transactions Number
11 of 2008, which contains: Every person intentionally and
without right or against the law manipulates, creates, changes,
removes, destroys Electronic Information and / or Electronic
Documents with the aim that Electronic information and / or
Electronic Documents are considered as if the data is authentic.
shall be sentenced to imprisonment of up to 12 (twelve) years
and / or a fine of not more than Rp. 12,000,000,000.00 (twelve
billion rupiah). " 2. The factor causing phishing attacks on
online banking services is the lack of user knowledge about the
data security system.

Keywords—Phising, Bank Services, Cybercrime

I. INTRODUCTION

Indonesia is one of the developing countries. One of
the characteristics of development is the number of
development programs in various fields of life, one of which
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is developments in the field of information and
communication technology. The rapid development of
information and communication technology is related to
people's daily lives. Information and communication
technology is widely used in various services in companies,
one of which is banking. In this modern era, banks are
increasingly developing online banking due to a relatively
more efficient use in which customers facilitate unlimited
transactions. However, this development raises new
challenges, namely the emergence of various cyber-based
crimes (cybercrime) so that many parties try to exploit system
weaknesses and user awareness in information systems.

N. P. Singh in Ikhsan Radiansyah, et al (2016),
explained that various kinds of cyber threats that attack users
of cyberspace or internet systems, one of which is phishing.
Phishing is a criminal activity using social engineering
techniques. Usually phishers try to cheat to get information
such as usernames, passwords and credit card details by
posing as a trusted entity in an electronic communication.
Various industry-based sectors that are attacked by phishing
are usually e-commerce, social media, banking and so on. The
occurrence of fraud cases in online banking services is often
considered to be the fault of the bank. Maulen (in Firda
Atsalis Maulidya Hasanah) stated that the use was also
responsible for the case. Users are often considered negligent
and ignore the rules set by the bank. The following is data
related to phishing attacks that attack internet sites such as
online banking services:

Serangan Phishing Berdasarkan Medium (Kuartal 11-2020)
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Figure 1. Data on phishing attacks via the internet Source:
Databoks.co.id

From the data above, it is known that more cases of
phishing attacks occurred via internet sites, it was noted that
61% of the number of phishing attacks occurred via internet
sites, as much as 24% occurred via email and as much as 15%
via cellular. However, it does not rule out that the case will
increase if you look at the data.
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Figure 2. Data on reports of fraud / fraud in January 2020 -
January 2021 Source: patrolisiber.id

The high rate of fraud crimes has a negative impact on
bank customers. Where the higher the crime rate, the
customers need a high level of system security, because many
attackers or phisers are interested in exploiting customer data
if the security level is low. In addition, legal or statutory
powers are also needed in dealing with these crimes.
Indonesia is a state based on law, this is stated in article 1
paragraph 3 of the 1945 Constitution. It cannot be separated
from Indonesia which is a law enforcing law state which in
capturing and enforcing the law must have a strong legal
basis, this is based on Indonesia which adheres to the
principle of legality as outlined in Article 1 paragraph 1 of the
Criminal Code, namely: "an act cannot be criminalized unless
it is based on the strength of the existing criminal legislation".
The regulation regarding theft conducted via electron has
been regulated in law number 11 of 2008 concerning
Electronic Information and Transactions which also regulates
cybercrime, although it is regulated in this ITE law but in its
implementation this law has encountered many obstacles.

One of the obstacles in the ITE law is in the proof of
the perpetrator, which requires valid evidence as stated in
article 44 of the ITE law which states: "Evidence for
investigation, prosecution and examination at court
proceedings according to the provisions of this law are as
follows: a. Evidence as referred to in statutory provisions; and
b. Other evidence in the form of Electronic Information and /
or Electronic Documents as referred to in Article 1 number 1
and number 4 as well as Article 5 paragraph (1), paragraph
(2) and paragraph (3). In criminal procedural law, information
and / or electronic documents and / or printouts thereof
constitute an extension of other evidence other than those
stipulated in article 184 of the Criminal Procedure Code. This
is confirmed in article 44 letter b of the ITE law with another
intention that efforts to present electronic information
evidence in fulfilling the categorization as evidence known in
article 184 of the Criminal Procedure Code. Therefore, the
information and / or electronic documents of the perpetrator
of theft at a bank via the internet are usually located or stored
on the hard disk, so that the perpetrator can erase or replace
the hard disk of his computer to remove traces that can
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complicate the investigation process. Even though the case is
difficult to prove, the perpetrator must still be legally
responsible (Agus Setiawahyudi, 2015).

The aim of this research is : 1. To determine the law
enforcement of phishing attacks on online banking services 2.
To determine the factors causing phishing attacks on online
banking services

II. METHOD

Based on the problems in this study, the research
method used is juridical or normative research methods. This
research method uses research on existing library materials to
solve problems. The approach method used in this research is
to use the statutory regulatory approach.

In this study using primary legal materials and
secondary legal materials: 1. Primary legal materials are
materials that have juridical binding power, such as statutory
regulations, court decisions, and agreements. The legal
materials used include the Criminal Code. 2. Secondary legal
materials are materials that do not have juridical binding
power, namely draft laws and regulations, literature, and
journals related to the focus of research. E. Legal Material
Analysis Techniques Analysis of the legal materials used in
this research is qualitative data analysis including data
classification activities in accordance with legal issues and
provisions, then editing, presenting the results of the analysis
in narrative form, and drawing conclusions (Wahida Azahrah,
2018).

III. RESULT AND DISCUSSION

Criminal Law Enforcement of Phishing Attacks on
Online Banking Services

Phishing (password harvesting fishing) is a fraudulent
act using a fake email or fake website which aims to trick the
user so that the perpetrator can get the user's data. This
fraudulent act is usually in the form of an email that seems to
come from an official company, for example a bank with the
aim of getting someone's personal data, such as a PIN,
account number, credit card number, and so on. Phishing on
online banking services is a threat using social engineering
techniques by tricking users (customers). Users are attracted
to offers via e-mail, short messages, calls from criminals who
are posing as official bank entities and inviting customers to
provide sensitive data related to bank user data.

Indonesia has its first cyber law law drafted by the
Ministry of Communication and Information Technology.
Law number 11 of 2008 is known as the ITE Law or the
Information and Electronic Transactions Law. With the
enactment of this law, various types of criminal acts in
cyberspace can be subject to civil and criminal sanctions. In
Law Number 11 of 2008 concerning Electronic Information
and Transactions, there are 10 Articles that keep the threat of
criminal sanctions for violators, namely from Article 27 to
Article 37.

According to Sidharta (2012), things that explain
criminal sanctions include: 1. Actions of distributing,
transmitting, and / or making accessible electronic
information and / or electronic documents that contain:
violates decency, gambling, extortion and / or threats
(intended for the public). 2. Actions spread: - Fake and



2m International Conference of Health, Science and Technology 2021

misleading news that harms consumers in electronic
transactions; - A sense of hatred or hostility towards certain
individuals and / or community groups based on SARA. 3.
Actions send messages of threat of violence and / or frighten
certain individuals; 4. Intentional and unauthorized act of
accessing another party's computer and / or electronic system;
5. Intentional and unauthorized acts of interception or
interception of electronic information and / or electronic
documents belonging to other people; 6. Intentional and
unauthorized acts of altering, adding, reducing, damaging,
eliminating, transferring, or hiding electronic information and
/ or electronic documents belonging to others; 7. Intentional
and unauthorized actions interfere with the electronic system,
so that the system cannot work properly; 8. Acts of
deliberately and without rights producing, selling, procuring
for use, importing, distributing, providing, or owning
computer hardware or software specifically designed to
facilitate the above-mentioned criminal acts; and 9.
Intentional and unauthorized act of manipulating electronic
information and / or electronic documents so that they are
judged as authentic.

Crimes against computers and computer programs
(including cybercrime in the form of phishing) are crimes that
are difficult to prove, because Article 184 of the Criminal
Procedure Code has been given restrictions regarding various
legal evidence that can be used as a basis for judges'
considerations in making decisions. Important things that
need to be considered in the regulation of UU-ITE are the
stipulation of electronic information, electronic documents,
and printouts as valid legal evidence. Thus, there is no more
controversy over whether voice recordings, videos, e-mails,
or transaction receipts at ATMs are to be used as evidence in
court.

With high cases of phishing attacks via internet sites,
legal protection is needed for bank customers who are victims
of data theft through phishing as described in Article 378 of
the Criminal Code, which explains that: "Anyone with the
intention of unlawfully benefiting himself or another person,
using a false name or false dignity or dignity, by deception,
or a series of lies, moves others to surrender something to
him, or to give a debt or write off a debt. , was threatened with
fraud with a maximum imprisonment of four years. " The
elements contained in article 378 of the Criminal Code: 1.
Whoever, 2. With the intention of / surrendering oneself
against the law, 3. Move other people to / so 1) Hand over the
goods according to him (to the perpetrator); 2) Giving a debt
to him (to the perpetrator); or 3) Write off the receivables to
him (to the perpetrator). 4. By using: 1) Using a false name or
false dignity; 2) ruse, or 3) A series of lies. So based on the
explanation of the elements above, in the case of phishing
attacks in online banking, the perpetrator (phishers) fulfills
the elements in Article 378 of the Criminal Code.

The following is an explanation of why phishers meet
the elements in article 378 of the Criminal Code, 1. First
element: Whoever is fulfilled, who is meant by the existence
of a phishing actor (phishers). 2. Second element: With the
intention of benefiting / surrendering himself against the law,
what is meant by benefiting / surrendering himself against the
law is the perpetrator obtains an amount of money from the
customer's account by stealing data in the form of the
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customer's personal username and password. 3.The third
element: Mobilizing other people to / to deliver goods or
something to the perpetrator is fulfilled, which is meant by
moving other people to / to hand over the goods or something
to the perpetrator, namely the perpetrator deliberately sending
an email containing notification to the customer to
immediately update it. his personal account through a fake
website that is made to resemble the original website of the
bank. 4. Fourth element: By using a false name or fake
dignity, with trickery, or a series of lies fulfilled, what this
means is that the perpetrator creates the original website of
the bank in order to convince customers that the notification
to immediately update their personal account is true. from the
bank.

Based on Article 28 No. 11/2008 concerning the ITE
Law, which explains that, "everyone knowingly and without
right spreads false and misleading news without the right to
spread false and misleading news which results in consumer
losses in electronic transactions." Shall be punished with
imprisonment of 5 (six) years and / or a maximum fine of Rp.
1,000,000,000.00 (one billion rupiah). Meanwhile, according
to Article 35 no. 11/2008 concerning the ITE Law, explains
that, "every person intentionally and without rights or against
the law manipulates, creates, changes, removes, destroys
Electronic Information and / or Electronic documents with the
aim that Electronic Information and / or Electronic
Documents are considered as if the data were authentic. "
Shall be sentenced to imprisonment of up to 12 (twelve) years
and / or a maximum fine of Rp. 12,000,000,000.00 (twelve
billion rupiah). The rules for compensation for victims of
criminal acts can be carried out in 3 ways, namely: 1. Through
a combination of compensation cases (regulated in Article 98
paragraph (1) and paragraph (2) of the Criminal Procedure
Code), 2. Through a lawsuit against the law and 3. Through a
request for restitution.

Factors that cause phishing attacks on online banking services

The following data on the causes of phishing
according to the authors in No Author's Name and Year of the
Factors Cause of Phishing 1 (Dhamija, et al., 2006) User
knowledge is minimal and psychological 2 (Alsharnouby, et
al., 2015) Minimal user knowledge 3 (Arachchilage & Love,
2014) Minimal user knowledge 4 (Mohammad, et al., 2015)
Minimal user knowledge 5 (Parmar, 2012) Minimal user
knowledge, psychological and privacy of social networking
services 6 (Meulen, 2013) Psychological 7 (Sein, 2011)
Minimal user knowledge 8 (Vishwanath, et al., 2011)
Psychological 9 (Button, et al., 2014) Psychological 10
(Zielinska, et al., 2015) Minimal user knowledge 11 (USE
Act, 2010) Minimal user knowledge 12 (Hilley, 2006)
Minimal user knowledge 13 (Elsevier Advanced Technology,
2015) Minimal psychological and user knowledge 14 (Malik
& Malik, 2011) Privacy social networking services Based on
the data above, it can be concluded that the factor causing
phishing attacks is due to the lack of user knowledge of the
importance of maintaining data security.

users are considered not to have good knowledge of
computer systems, especially distinguishing legitimate and
fake domains. This is supported by the statement of
Mohammad, Thabtah, & McCluskey (2015) in (Atsalis et al.,
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2014), the factor why users become victims of phishing
attacks is that the majority of users have minimal knowledge
of the threat of online crime, do not have good knowledge of
threats. phishing, does not have a good strategy in recognizing
phishing attacks, focuses on content rather than indicators on
the website, and does not know the online service procedures
used so they get stuck when they get e-mails from online
services they use regarding maintenance information and
other information phishers are used to get sensitive user data.

IV. CONCLUSION

Based on the description above, it can be concluded
that: 1. Law enforcement of phishing attacks on this online
banking service is in the form of: Criminal threats for the
perpetrator (phishers) are regulated in accordance with the
following provisions: 1) According to Article 378 of the
Criminal Code, it explains that "Whoever with the intention
of benefiting himself or another person unlawfully, by using
a false name or fake dignity, by deception, or a series of lies,
moves another person to hand over something to him, or in
order to give a debt or write off a debt, he will be punished
for fraud with a maximum imprisonment of four years . 2)
In Article 28 of the Law on Electronic Information and
Transactions Number 11 of 2008 which states, "every person
knowingly and without rights spreads false and misleading
news that results in consumer losses in electronic
transactions." shall be sentenced to imprisonment for a
maximum of 6 (six) years and / or a maximum fine of Rp.
1,000,000,000.00 (one billion rupiah). 3) Based on Article 35
of the Law on Electronic Information and Transactions
Number 11 of 2008, which contains: Every person
intentionally and without right or against the law manipulates,
creates, changes, removes, destroys Electronic Information
and / or Electronic Documents with the aim that Electronic
information and / or Electronic Documents are considered as
if the data is authentic. shall be sentenced to imprisonment of
up to 12 (twelve) years and / or a fine of not more than Rp.
12,000,000,000.00 (twelve billion rupiah). " 2. The factor
causing phishing attacks on online banking services is the
lack of user knowledge about the data security system. B.
Suggestions 1. Law enforcement or legal protection given to
victims, in the form of sanctions or penalties for the
perpetrators of data theft (phishing) based on Article 378 of
the Criminal Code, Article 28 of the ITE Law, and Article 25
of the ITE Law, must be emphasized more and firmly in the
application of the articles. this article, considering the many
similar cases experienced by banking institutions. 2. Clearer
regulations and tighter legal protection is needed, especially
for cybercrime cases in the banking sector.
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